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EXECUTIVEBUMMARY

These are the proceedings of a workshop held on 7 March 2014 in Orlando, Florida to address
dayYl NIi o0dzA f RA Y ha gobl gf fis Workiskispastd e3tablisk apd clarify a needs
assessment for how systemsamartbuildings can be used for fire safety.

To address this goal, this workshop providedaseline understanding aémart buildings,
followed by the identification of the current/proposed rii®ds and approaches fayathering,
processingand utilizing data. This includes identifying the needs of key participants in the built
environment as they relate to the virtues and opportunities of cyber physical systems, and
providing recommendations o how best to enable a path forward to realize these
opportunities.

Keywords: smart, buildings fire, fire safety, cybephysicalystems, data
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About the Fire Protection Research Foundation
TheFire Protection Research Foundatjlians, manages, and communicates reshaon a
broad range of fire safety issues in collaboration with scientists and laboratories around the
world. The Foundation is an affiliate of NFPA.

About the National Fire Protection Association (NFPA)
NFPA is a worldwide leader in fire, electrical,ding, and life safety. The mission of the
international nonprofit organization founded in 1896 is to reduce the worldwide burden of fire
and other hazards on the quality of life by providing and advocating consensus codes and
standards, research, trainingnd education. NFPA develops more than 300 codes and
standards to minimize the possibility and effects of fire and other hazards. All NFPA codes and
standards can be viewed at no costvaww.nfpa.org/freeacces
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Figure 1: Breakout Group Discussions
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1) INTRODUCTIOANDBACKGROUND

¢tKS GSOKyz2f23e 2F G2RIeéQa ¢2NIR A& R@OIFIyOAy3
available data in our ever increasing sensor rich environment is clioginway of life. We

are on the cusp of a new technological eieh with a plethora of new data collection abilities

and analysis toolsThisSyY @A NR Yy YSy (i  @hd the dpievaBnceRafid (O §hgsieal

& & & ( Ssreadilyincreasingnimportanceiy G2 Rl @ Qa4 @2 NI R

| 26 R2Sa GKA&a NBEIGS G2 GKS FANB al¥Sié 02Y)
possibilities for addressing unwanted fires are being realized, based on: (1) available data
gathered from an increasingly sensor rich environmen), tf# comprehensive ability to

analyze and process this data, and (3) new ways of delivering and using this data. The SMART
buildings of tomorrow and their sensor rich environments offer great fire safety potential to
building owners, occupants, emergenoysponders, and all other participants in our built
environment.

The goal of this workshop is to establish and clarify a needs assessment for how systems in
SMART buildings can be used for fire safety. This will be accomplished by clarifying a baseline
understanding ofSMARTbuildings, followed by the identification of the current/proposed
methods and approaches fgathering, processing, and utilizing dat&his includes identifying

the needs of key participants in the built environment as they relaethe virtues and
opportunities of cyber physical systems, and providing recommendations on how best to
enable a path forward to realize these opportunities.

This workshop is related to another@2 Ay 3 NBASEH NOK LINRP2SOG (G2 a5S
for Smart Fire Fighting which intends to establish the scientific and technical basis for
achieving the vision for Smart Fire Fighting in the United States through the development of a
research roadmap. Specifically, this roadmap will identify and addressghpriority
measurement science research challenges, technical barriers, and related research and
development gaps that hinder widespread application of Smart Firefighting technologies and
systems by the U.S. Fire Servithe results of this workshopgaintended tosupportthis one

year research effort.

Thevision forSmart fire fighting includesa { Y 16 N4k f R A \sDadséd okcrgaRng, storing,
exchanging, analyzing, and integrating information from a wide range of databases and sensor
networks, ncluding:

1 Building Systemg All monitoring, data and control systems integral to buildings,
including but not limited to electrical, security, environmental, safety, inventand
property protection systems.

1 Infrastructure and Community Data SysteqWll data systems not included in the three
aforementioned topic areas and intended to include data from public utilities, weather,
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vehicular traffic (e.g., passenger vehicle telematics, rail traffic),etied computer aided
dispatch.

Fire Fighting PPE Bquipmentg All equipment and gear ehoard and directly attached
to an individual when operational.

Fire Fighting Apparatus & Equipmenfll fire fighting apparatus and equipment used
by emergency responders and their supporting infrastructoot in physical contact
with the individual when operational, including vehicles and robotic delivery systems.

w7

igure2: Breakout Group Discussions
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2) WORKSHO®VERVIEVWANDAGENDA

Thishalf-day workshop was conductezh 7 April 2014 in Orlando, Floridaat the University of
Central Florida The workshop agenda is illustrated in FigBre The workshop was split into
opening presentationgpanel discussigrbreakout group discussionbreakout group reports
and summary observations.

Approximately fowdozen fire pro}ection and safety professionals attengddte list of
FGGSYRSSa ABYWVYBDf HzZRSK 2 2 0] &K 2 LI t B BISoheOdf e y (G & |
speakers used PowerPoint slidgs K S&S | NB AWy OSHEHzRSR &3 2Nj 4 K2 L) t
Slidesp €

Wednesday, 7 March 2014

1:30 pm Welcomeand Introductions Amanda Kimball

1:40 pm Workshop Overviewn SMART Buildings, Big Data, and Cy

Physical Systems. Casey Grant

2:00 pm Presentation Past and Current Efforts to Coordinate Buildin

Data (e.g., BAGN BIM, GIS, FM, etc.) Kris Overhol(NIS}

2:30 pm Panel DiscussiorReview of Experience, Applications and | PanelistsDave Frabl¢GSA)Joe Scibetta
Opportunities¢ Building Fire Protection and Cyber Physical| (Building ReportsYerry Woolridg€Reedy
Systemdi.e., providing examples d@iuilding and firesystem Creek), Curtis Donahou (Disney)
performance needs dumg emergency events) Moderator. Casey Grant

3:10 pm Break

3:25pm BreakoutGroupg, Address SMART Building Needs Assessn

1 Identify KeyTarget Audiences and their Needs

1 Clarify methods and protocols for: (i) Collecting Data; (i
Processing Data; and (iii) Using Data

Workshop Attendees

4:30 pm BreakoutGroup Reports and Plenary Discussion Workshop Attendees

5:15 pm Workshop Wrapup and Summary Observations Casey Grant

Figure3: Workshop Agenda

The panel discussion involved four panelists, and was composed of two pEHnEs.session
started with introductions by the moderator, and each Panelist providégeato ten minute
overview pesentation. Theresentatiorsincluded:
91 Describinghe experience and/or applications involving data collection and CPS, and in
particular how CPS is able to enhance building fire protection.
f Highlighing the valueadded of potential opportunitesandh2 ¢ / t { A& Syl of Ay
dZAf RAYy3dé FANB LINRPGSOGA2Y D
1 Addressing what has already occurred, what is occurring now, and what is anticipated in
the future.
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Following these shotfive to ten minute presentations by each Panelist, the floeasopened
to plenay discussion. The following questiomgere considered for the Panel, and all
attendees:
T 2KFG FINB GKS 2o0adlO0ftSa G2 SylotAay3a /t{ G2
1 What specific steps are needed for fire protection professionals to consider iagabl
CPS applications beyond what they are normally handling?
1 Provide an example of a straigfdrward CPS/fire service application that is realistically
F OKAS@GIotS yR aK2dZ R 0SS O2yaARSNBR la I L
An exampleis a recent presentation that described Otis Elevataficating thatthey
have been collecting sensor data on their elevators for the past 25 yaidihsugh they
were unsure of what to do with the dataTwo years ago, Otisstablished a call center
that processes this data and now resolves approximately half of all maintenance issues
RANBOGf& FTNRY (KS OFtf OSydSNW w{ 2dz2NOST D
LYF2NXYIGA2Y ¢SOKy2ft23ASa |INBE ¢NIyaFTz2NYAy
Architedi dzNJ £ C2dzyRIFGA2y > LINBaSyaSR 4 CtwC /2
FyR 9f SO0 NRONOK/20{4, WaSHIDEE = Mo

Figure4: Breakout Group Discussions
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3) BREAKOUGROURB

Followingintroductory remarksthe workshop opened witseveralpresentations to establish a
baseline understanding ddnart buildings and th& associatedfire protection systems This

was followed by a panel discussion, which in turn was followed by the breakout group
discussions.

Attendees were assigned to ormé four separate breakout groups. The breakout groups were
designated as A, B, C, angtlie assignments are indicated in the attendee list in Annex A. Each
breakout group worked separately on a set of questions and reported back at the plenary
session athe end of the workshop. The questions considered by each of the four breakout
groups are summarized in Figure 6.

Figure5: Breakout Group Discussions
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Each breakout group had a group leader who facilitated the group discussaoils also
presened a summary to the plenary session. The key points from the group discussions are
included in the summary observations section of these proceedings.

1. ldentify Key Target Audiences and their Needs
1.1.Who are the key constituents and stakeholders that shdwddinvolved with SMART Buildin
and fire safety?
1.2.What are the needs of the key constituents and stakeholders?
1.3.Who is missing at this workshop?
1.4.Based on current trends, which professional communities, constituent groups and stakeh
will become nore prominent and less prominent as building technology proliferates?
2. Clarify Methods and Protocols for Buildings and Fire Safety
2.1.Communications (Gathering of Data)
2.1.1Provide case study examples of current sensor technology that would illustrate the
of-the-art?
2.1.2What are the current and perceived challenges with collecting data?
2.1.3ldentify the knowledge gaps with collecting data that require research?
2.1.4What is the priority to address the identified knowledge gaps?
2.2.Computation (Processing of Data)
2.2.1Provide cae study examples of current sensor technology that would illustrate the-s
of-the-art?
2.2.2What are the current and perceived challenges with collecting data?
2.2.3ldentify the knowledge gaps with collecting data that require research?
2.2.4\What is the priority to ddress the identified knowledge gaps?
2.3.Targeted Decision Making (Processing of Data)
2.3.1Provide case study examples of current sensor technology that would illustrate the
of-the-art?
2.3.2What are the current and perceived challenges with collecting data?
2.3.3ldentify the knowledge gaps with collecting data that require research?
2.3.4What is the priority to address the identified knowledge gaps?
3. Summary Observations
3.1.Identify the top ten overall knowledge gaps that require research?
3.2.What is the priority to address theddentified knowledge gaps?
3.3.Based on all the discussion, provide any additional case study examples of how SMART |
relate to fire safety.
3.4.Provide any additional summary observations not addressed elsewhere.

Figure6: Questions for Breakout Grosp
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4) SUIMMARYOBSERVATIONS

A review of all the key themes and pertinent points of information that were raised during the
workshop were distilled into a set of summary observations. This is basesantations and
discussions that occurred thughout the Workshop along with supplemental information
where referenced in Workshop discussions

Once identified, thetop issues and key observatiomgere separatedinto logical groupings
Much of this information was distilled from the output fromefbreakout groups.This has
ultimately resulted inthe following basiccategoriesof top issues (1) Education and Training
(2) Enhance Stakeholder Involvemeli8) Technological Barrierg4) NonTechnical Barriers
and (5) Performance Barriergurther, the key observations arfgelevancyand Next Seps. This
is illustrated in Figur@: Summary of Top Issues and Key Observations.

WorkshopTop Issues and K&bservations:
A Top Issues:
T ConsideiEducation and Traininge.g., clarify trends, demonsteavirtues, et
i EnhanceStakeholder Involvemente.g., IT, data analytics, &c
T AddressTechnological Barrierse.g., wireless technologies, data compress
methods, hardware/software interoperability, exc
T AddresdNon-Technical Barrierse.g., privacyljability, confidentiality, etX
T Clarify Performance CharacteristicsAvailability, Durability, Maintainability
Operability, Reliability, Stability, etc
A Key Observations:
i Relevancyis important: If weR 2 yb€came involved, we will become irrelevan
T Next Stepsare needed Consider a future Summit to addrelSsSmart Building
Technology and invite allapplicablestakeholders.

Figure7: Summary of Top Issues and Key Observations.
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Figure8: Breakout Group Discussions
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The following were theworkshop attendees, and the breakout groups to which they

ANNEXA: WORKSHOPARTICIPANSANDATTENDEES

participated
First Name Last Name Organization Group
Art  Black Carmel Fire Protection Associates D
Patrick Boyer State Farm Insurance D
Donald Brighenti Tyco Safety Products D
Shane Clary Bay Alarm Company C
Thomas Cleary National Institute of Standards & Technology A
May Corn UTRC C
Mike DeVore State Farm Insurance B
Curtis Donahou The Walt Disney Company D
Tommy Farr IBEW Local Union 357 A
Steven Felton AlIG A
Daniel Finnegan Siemens Industry, Inc. A
Tom Forcier American E & | D
Dave Frable GSA A
Darrell Franchuk HSB Professional Loss Control A
Wendy Gifford NEST A
Casey Grant Fire Protection Research Foundation Float
Anthony  Gumkowski Travelers Insurance D
Peter Harris UTRC B
Michael Hazell NFPA Float
Andrew Higgins Allianz Risk Consulting C
Bryan Hoskins Oklahoma State University B
Albert Janjigian Expedeum B
Sultan Javeri SC Engineering C
Brian Jones Fike C
Amanda Kimball Fire Protection Research Foundation Float
Felix Kuemmerlen WIS B
Gregory Lanshe Zurich North America B
Fred Leber LRI Engineering A
Peter Loeffler Siemens Switzerland Ltd. A
Zachary Magnone Tyco Fire Protection Products A - Group Leader
Maria Marks Siemens A
Andre Marshall University of Maryland A
Randall McCarver Telecordia Technologies B
Wayne Moore Hughes Associates, Inc. D - Group Leader
Stephen Olenick Combustion Science & Engineering, Inc. C
Kristopher Overholt National Institute of Standards and Technology A
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Eduardo Padilla Fire Protection de Colombia B
Eric Peterson Fire Protection Research Foundation Float
Larry Ratzlaff Kidde Safety D
William  Reilly Victaulic Company of America D
Lance Ruetimann Siemens Switzerland Ltd. D
Robert  Schifiliti R.P. Schifiliti Associates, Inc. B - Group Leader
Peter Thomas Victaulic C
Victoria Valentine National Fire Sprinkler Association C - Group Leader
Ernesto Vega Janica Rolf Jensen & Associates D
Christopher Wieczorek FM Global C
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ANNEXB: WORKSHOPOWEHROINTSLIDES

3/4/2014
Workshop Agenda
|
WORKSHOP ON ok e o |
i Bul IRE |
2014 SupDET Workshog Atendees
5 MARCH 2014  ORLANDO, FL T _— |
Background Background
Workshop Goal and Approach Acronyms and Key Concepts
+ Goal: To establish and clarify a needs assessment for how + SMART : Specific, Measurable, Attainable, Relevant
systems in SMART buildings can be used for fire safety. and Timely
. + OPS: Cyber Physical Systems
1) Clarify a baseline under ing of Smart gs. « World of Cyber Physical Systems
2) Identify cument and proposed methods and approaches composed of three basic areas:
for gathering data, processing data, and utilizing data. = ‘)MM(CUHWMN@W
3) Identify the needs of key participants in the built - 2) Processing of Data (Computation)
environment, with recognition of available and potential = :) aﬁ?—?mﬁame‘ed Recivion
capabilities. 9
4) Provide recommendations on best path forward to realize
opportunities.
CPS: r Physical Systems CPS: r Physical Systems
Historical Perspective What are Cyber-
Physical Systems?
+ Massive integration of
wireless networks,
advanced sensors, 3D
Physical Cyber Cyber Physical simulations, and cloud
Systems ¥ Systems Systems services enabling a
Internet Industrial Internet new generation of
Revolution  Revolution Smart Systems.
1

Figure9: Presentation by Cas&rant (FPRF¥Ylide Set 1 of 4
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3/4/2014

Background

Today World --- Increasingly Sensor Rich

* “From the dawn of Civilization until 2003,
humankind generated 5 Exabyte of Data ...
« We now produce this much data every 2 days”

= -Eric Schmidt, Exec Chairman of Google 2012
E IN 2013, WE PRODUCED 5 EXABYTE

’ OF DATA EVERY 10 MINUTES

TECHNOLOGY

= A =

\ COMPUTER STORAGE ‘
PROCESSING SPEEDS ~ CAPACITY

Bulldings

Emerging Technologies
nd Fire P ion
Adides @ ~
b Aiggmantad reay Nogmantad sy 5= "]
o $ e
E-39shit 4 @ Aope.
o o)\ e Rl
SnatCieg oo Armas  Redlmeidaion  Srephomices
CNY31
Nolas Vi B
FRETON 7. 7
“Urban Sciencs” Satafite \r‘lun-:m UAV (Drones) Fully interoperable
Big Data graiytics. egupment
For Example... For Example...
Common Smartphone Apps Common Smartphone Apps
By €GaUGR1840 Center =
@
Apple

Phene
Srartphone Aps

FigurelO: Presentation by Cas&rant (FPRFplide Set 2 of 4
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3/4/2014

Project to Develop Research
Roadmap for Smart Fire Fighti

Smart Buildings and Smart Fire Fighting
« Developing the Research Rosdmap for Smart Fire Fighting
~ One Year Project (started in late Fall 2013)
~ Collaborative project with NIST
Kick-off workshop on Smart Fire Fighting:
24-25 March 2014 Washington DC (invitation only)
« SupDet 2014: Suppression, Detection and Signaling
and.

— Workshop on "SMART Buildings and Fire Safety™ . Lok
~ SupDet; 4-7 March 2014; Orlando, FL

(workshop on 5/Mar/2014)
~ Workshop goal to clarify needs for the use

of systems in SMART buildings for fire safety.

Project Goal and Vision

+ Goal: To develop a research roadmap for smart fire fighting,
which establishes the scientific and technical basis for
achieving the vision for Smart Fire Fighting.

+ Mision: Smart fire fighting is based on creating, storing,

i ing, and i ing information from a

wide range of databases and sensor networks, including:

~ Fire Fighting PPE & Equipment - All gear directly attached to a FF

~ Fire Fighting Apparatus/Equipment - All fire fighting apparatus/equip

nf e nd Community D fems - All cata systems not
induded in the three aforementioned topic areas (e.g., public utiliies,
weather, vehicle ics, rail traffic, computer aided dispatch, etc).

Eight Basic Fire Fighting Scenarios for CPS Application
. Hwu;
2) Residential Fire;

3) Hi-Rise Fire;
4) Vehicle
Extrication;

5) Train
Derailment;

6) Hi-Challenge
Warehouse;

| Smart Fire Fighting

“Where Big Data and
Fire Service Unite”

7) lllegal Nightclub;
8) Tomado

" 2) Redemtio Srectume Fire (i driven tre)

Figurell: Presentation by Cas&rant (FPRFplide Set 3 of 4
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Figurel2: Presentation by Cay Grant(FPRFE)Slide Set 4 of 4
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